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Any wire. Anywhere. It just works.”

HomeGrid Forum G.hn Testing Procedure for Powerline
Achieving meaningful test results in real world, real home
environments

As more and more G.hn devices appear on the market, there are also many people who are keen to test how
good they are and how they compare to other technologies. HomeGrid Forum is building a robust testing
program within its Compliance & Interoperability Work Group and we work closely with our Accredited Test
Houses to test under a range of conditions. However, for those organizations, publications and individuals
who wish to test G.hn products independently, we have developed guidelines and test plans that can be
conducted in the home under true home environment conditions to give effective and meaningful test
results.

This document is designed to help anyone wishing to test G.hn products in the field while avoiding pitfalls in
choosing the best environment to simulate real world applications that show what can be handled in the
home network on a budget that won’t require a full test lab.

1 Introduction

This document describes tests procedures that can be conducted in a typical home environment in order to
assess Powerline Home Networking technologies stability & robustness in multi-node use cases. i.e. where
more than one connection is being used simultaneously for different data sessions (like watching two
different video streams at once).

There are two types of test:

* Test1-TCP Rate of Three Devices (One Transmitter, Two Receivers)
* Test 2 - TCP Rate of Three Devices (Two simultaneous Transmitters e.g. Gateway and DVR)

It is important to test more than one link to simulate an actual network where several devices might be
competing for bandwidth in order to determine the best solution.

2 Test Equipment

* Laptops will serve as traffic generators for these tests. The number of laptops/PCs should be equal to
number of devices tested (one laptop per device). i.e. To run three end-nodes, three adapters and
PCs are required.



Three Power
Line Adapters

The following application is recommended for installation on each laptop:

iPERF tool (https://iperf.fr/ ) — command line application that allows running both TCP and UDP
traffic. NOTE: Different versions of the tool may provide different behavior. It is thus important to
use the same version for comparison tests and HGF recommends using version 2.0.5 for best
compatibility with Mac and Linux platforms. NOTE: Scroll down on the iperf web page to find
different versions for the different platforms (Mac vs. PC, etc.)

General Guidelines

Plug the devices in at the primary locations where typical services are used, i.e. next to the router,
next to the primary TV or the desktop PC.
It is recommended to connect devices directly to the socket, not to a power strip; but if a power strip
is to be used, then assure it is used exactly the same for any adapter tested. Do not test with two
adapters in the same power strip as this configuration will never be seen in real-world use cases.
DO NOT disconnect any electrical devices that are currently connected. It is essential that the testing
is done in a 'live' environment, for best accuracy of real life results.
It is STRONGLY recommended that other common electrical appliances in the home should be
turned on in order to test performance in the presence of 'noise' loading.
It is STRONGLY recommended that comparison testing of different products be conducted on the
same day for fair comparison since the electrical environment is dynamic.
It is crucial to use same the laptops at the same locations when comparing different products in
order to eliminate the impact of the laptop on the results obtained.
It is also crucial to use the same iperf version for comparison tests and to use the same configuration
for each outlet and adapter tested (same cables and positions in the outlets, etc..).
It is recommended that noise sources should be added in proximity to the devices acting as main
receivers, such as set top boxes, desktop PCs, mobile chargers, etc.). Noise sources that can be used
are:

o Fluorescent lamp (PL lamp),

o USB charger —a Smartphone charger can be used (both iOS or Android) or any other USB

charger
o Laptop power supply — note that it MUST be connected to a laptop and charging the laptop.



4 Setting Laptops/PCs

* Toinstall the iPERF tool located at (https://iperf.fr/ ) on each test laptop, follow these instructions.
Although iPERF can be located anywhere on the computer, C:\iperf\ will be the most convenient
folder for a Windows PC, and the “Downloads” folder will be most convenient for a Mac.

* Disable all firewalls on the laptops —in Windows, go to Control Panel > System and Security >
Windows Firewall and select 'Turn Windows Firewall on or off' to completely disable the firewall. On

a MacBook, go to system preferences (click the apple icon in the upper left corner) and then click on
the “security and privacy” icon in the upper row and highlight the Firewall tab to disable the firewall.
¢ Set the static IPs per each laptop:
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Laptop A: 10.10.10.10,
Laptop B: 10.10.10.20,
Laptop C: 10.10.10.30.
NOTE: See Appendix Afor instructions on setting static IP addresses on MAC or Windows PC.

* Verify connectivity between all laptops (A->B, B->A, B->C, C->B, etc.) using PING. See Appendix Bfor
instructions on running ping on Mac or Windows.

5 Testing the power line adapters

5.1 Test 1 - TCP Rate of Three Devices (One Transmitter, Two
Receivers)

A. Test purpose
Run the TCP traffic with a window size of 64KBytes from Device A to Device B and to Device C for 40 sec.
IP of device A is 10.10.10.10
IP of device B is 10.10.10.20
IP of device Cis 10.10.10.30

B. Test procedure

Type the following command lines on the laptops accordingly:

On Laptop A (Client):

Open two command windows <only for a windows PC> and write the following commands (in parallel):
iperf.exe -c 10.10.10.20 -t 40 -w 64K -p 8192 -i 1 > TCP_1to2_A_to_B.txt
iperf.exe -c 10.10.10.30 -t 40 -w 64K -p 8193 -i 1 > TCP_1to2_A_to_C.txt

Open two terminal windows <only for a MacBook laptop> and write the following commands

./downloads/iperf —c 10.10.10.20 -t 40 —w 64K —p 8192 -1 1 > TCP_1to2_A_to_B.txt
./downloads/iperf —c 10.10.10.30 -t 40 —w 64K —p 8193 —11 > TCP_1to2_A_to_C.txt



| NON ) Downloads — iperf — 80x24

>TCP_1t02_A_to_B.txt

Client connecting to 10.10.10.10, TCP port 8193

4] local 10.10.10.20 port 58171 connected with 10.10.10.10 port 8193

[
[ ID] Interval Transfer Bandwidth
[ 4] 0.0- 1.0 sec 11.1 MBytes 93.3 Mbits/sec
[ 4] 1.0- 2.0 sec 11.2 MBytes 94.4 Mbits/sec
[ 4] 2.0- 3.0 sec 11.2 MBytes 94.4 Mbits/sec
[ 4] 3.0- 4.0 sec 11.1 MBytes 93.3 Mbits/sec
[ 4] 4.0- 5.0 sec 11.2 MBytes 94.4 Mbits/sec
[ 4] 5.0- 6.0 sec 11.1 MBytes 93.3 Mbits/sec
| [ 4] 6.0- 7.0 sec 11.2 MBytes 94.4 Mbits/sec
| [ 4] 7.0- 8.0 sec 11.1 MBytes 93.3 Mbits/sec
[ 4] 8.0- 9.0 sec 11.2 MBytes 94.4 Mbits/sec
[ 4] 9.0-10.0 sec 11.2 MBytes 94.4 Mbits/sec
[ 4] 10.0-11.0 sec 11.1 MBytes 93.3 Mbits/sec
[ 4] 11.0-12.0 sec 11.2 MBytes 94.4 Mbits/sec
[ 4] 12.0-13.0 sec 11.1 MBytes 93.3 Mbits/sec
[ 4] 13.0-14.0 sec 11.2 MBytes 94.4 Mbits/sec
[ 4] 14.0-15.0 sec 11.2 MBytes 94.4 Mbits/sec
[ 4] 15.0-16.0 sec 11.1 MBytes 93.3 Mbits/sec
[ 4] 0.0-16.2 sec 182 MBytes 94.0 Mbits/sec

NOTE: This will not actually start to test until the server is also activated as in the following two steps.
On Laptop B (Server):

iperf.exe -s -w 64K -p 8192 -i 1

Or for a MacBook - type:

./downloads/iperf —s —w 64K —p 8192 -1 1

[ NON | Downloads — iperf — 80x24

On Laptop C (Server):
iperf.exe -s -w 64K -p 8193 -i 1

Notes:
* During the test, one can review the deviation in rates (if any) on laptop A.
* The average rate obtained can be seen at the end of the test on the command window of laptop A.

* The results will be saved into files “TCP_1to2_A_to_B.txt” and “ TCP_1to2_A_to_C.txt”

5.2 Test 2 - TCP Rate of Three Devices (Two simultaneous Transmitters
e.g. Gateway and DVR)

A. Test purpose



Run the TCP traffic with a window size of 64Kbytes for 40sec from Device A to Device B and from Device
B to C.

IP of device A is 10.10.10.10

IP of device B is 10.10.10.20

IP of device Cis 10.10.10.30

B. Test procedure
Type the following command lines on the laptops accordingly:

On Laptop A (Client):

Open a command window and write the following command:
iperf.exe -¢ 10.10.10.20 -t 40 -w 64K -p 8192 -i 1 > TCP_multiple_transmitters_A_to_B.txt

On Laptop B (Server):
Open a command window and write the following command:
iperf.exe -s -w 64K -p 8192 -i 1
Open another command window on Laptop B (Client) and write the following command:
iperf.exe -¢ 10.10.10.30 -t 40 -w 64K -p 8193 -i 1 > TCP_multiple_transmitters_B_to_C.txt
On Laptop C (Server):
iperf.exe -s -w 64K -p 8193 -i 1

Notes:
* During the test, one can review the deviation in rates (if any) on laptops A and B.

* The average rate obtained can be seen at the end of the test on the command windows of laptops A and
B.

* The results will be saved into files “TCP_multiple_transmitters_A_to_B.txt” and
“TCP_multiple_transmitters_B_to_C.txt"”

Conclusion

We believe that G.hn products deliver the reliability, ease of use and quality of service that is a necessity in
today’s home network and that the test conditions we have set out are designed to show the technology in
imperfect conditions. We believe that any powerline testing should always take the real world, true home
networking environment and real usage into consideration to achieve meaningful results.



[lisctting up static IP addresses (APPENDIX A)

A.1 Set static IP addresses for a Windows PC

E=E)

/(} /-9 ¥ » Control Panel » All Control Panel ltems » Network and Sharing Center - Search Control Panel ‘

File Edit View Tools Help

Control Panel Home . . . . .
View your basic network information and set up connections

Change adapter settings &s“ A E. " ‘ b See full map

h hari
f et;:g: ehanced<haiiy MON-AND-DAD Unidentified network Internet

(This computer)

View your active networks Connect or disconnect

§ Unidentified network Access type: No network access

Public network Connections: § Local Area Connection

Change your networking settings

W Set up a new connection or network

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems
See also

Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Internet Options

Windows Firewall

ESE >
@i @ » Control Panel » Network and Internet » Network Connections » v | 49 [l| Search Network Connections pel

Organize v Disable this network device  Diagnose this connection ~ Rename this connection  View status of this connection | Change settings of this connection =~ 0 @
= || Local Area Connection = | Local Area Connection 2 Change settings for this connection, |
Unidentified network * _ Network cable unplugged such as adapter or protocol
@7 Marvell Yukon 88E8050 Family PC... 3¢ @7 Marvell Yukon 88E8050 Family PC... configuration settings.

Select the Local Area Connection attached to the Unidentified Network and select Change settings of the
connection” (or right click and select “Properties”).



Networking I Sharing |

Connect using:
Q Marvell Yukon 88E8053 Family PCI-E Gigabit Ethemet Cor ’

This connection uses the following items:

% Client for Microsoft Networks

4B 205 Packet Scheduler

45} File and Printer Sharing for Microsoft Networks
[J -a. Marvell Link Aggregation Protocol

[J -& Marvell VLAN Protocol

-4 Intemet Protocol Version 6 (TCP/IPv6)

P8 Intemet Protocol Version 4 (TCP/IPv4)

< L)

[ Install... ] [ Uninstall ] [ Properties ]
Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

OK || Cancel

Select Properties of Internet Protocol Version 4



Internet Protocol Version 4 (TCP/IPv4) Prope LD [ |
General

| You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7) Obtain an IP address automatically
(@) Use the following IP address:

IP address: 10 .10 .10 .20
Subnet mask: 255.255.255. 0
Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Validate settings upon exit

Advanced...

Enter the IP address for this PC/laptop.

A.2 Set static IP addresses for a Mac computer

In the upper right hand corner of your desktop; click on the network icon (1 in yellow) and then click
on the “Open Network Preferences” (2 in yellow) and the networking window will appear.
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Wi-Fi: On
Turn Wi-Fi Off

v/ Wi-Fi Network

Join Other Network...
Create Network...
Open Network Preferences...

When the networking window opens as shown below; highlight the “Ethernet” device (1 in red) and then
click the options arrows (2 in red) to open the drop down and select “manually” (3 in red) to allow setting
the IP address you prefer.



[ NON ) = Select ethernet
Ov Q @ | M ==
o < i Network Q
Location: Automatic
Wi-Fi >
Connected 0 Status: Cable Unplugged

Either the cable for Thunderbolt Ethernet is

N
@ CP210...ntroller . 2 lugged in or the device at the other end
Not Configured \e is no ing.

. N
sierravsp o & ; . ; A
Lo Configured ¢ Configure IPv4: Using DHCP "
IP Add _ | v Using DHCP
Thund...Ethernet D ress: Using DHCP with manual address
Not Connected | .
Subnet Mask: Using BootP
PANTE...ML290 - 3 | Manualy |
Not Connected N7 Router:
Off
Broadc...ntroller DNS Server: |
Not Connected N\ /' Create PPPoE Service...
USB Ethernet /N Search Domains:
Not Connected N7/
USB Ethernet2
Not Connected N7

+

Thund...FireWire

Not Connected

— v

Advanced...

Assist me...
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Within the manual entry box, enter the IP address and subnet followed by clicking “apply”.

{ ] < it Network Q
Location: ~Automatic ™

Wi-Fi ~—

o Cor = Status: Cable Unplugged
Either the cable for Thunderbolt Ethernet is

@ CP210...ntroller not plugged in or the device at the other end

Not Configured < is not responding.

sierravsp . . (o)
® N ot Confroured . Configure IPv4: Manually [T
° IP Address: 10.10.10.101

Subnet Mask: 255.255.255.0

Router: | 10.10.10.100|

Broadc...ntroller DNS Server:
Not Connected )
USB Ethernet , Search Domains:

Not Connected

° USB Ethernet 2
Not Connected

° Thund...FireWire
Not Connected

g Advanced... ?

Assist me... Revert Apply

After the other test laptops are configured in the same subnet (10.10.10.x) and the power line

adapters are installed and connected with Ethernet cables, a ping test can be run to assure
connection.

Note: If your Mac does not have an Ethernet port (after 2012) you can connect using your
thunderbolt port with an Ethernet adapter from your nearby Apple store or other retailer.




IRunning Ping tests (APPENDIX B)

B.1 Running Ping tests on a Windows PC

34 Paint

Computer

Calculator
Control Panel

,
[/ Notepad++
g " Devices and Printers

8, VLC media player

Default Programs
I‘ Getting Started Help and Support
! Connect to a Projector
> AllPrograms Programs (1
& cmd

=\
‘ Al
EEH_I‘
@

See more results

[cmd | [ shutdown | »

B C:\Windows\system32\cmd.exe [e@)E
Hicrosoft Windows [Uersion 6.1.7601]
IC: ight <(c) 2009 Microsoft Corporation. All rights reserved.

enter C:\Users>

When command line is activated, enter ping “10.10.1.X” corresponding to the address of the other
PC. When you wish to stop the ping test, you enter “Control C”.
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Pinging 10.10.1.308 with 32 hytes of data:

Reply from 10.10.1.308: bhytes=32 time=3ms TTL=128
Reply from 10.10.1.308: hytes=32 time=3ms TTL=128
Reply from 10.10.1.308: bhytes=32 time=4ms TTL=128
Reply from 10.10.1.308: bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=4ms TTL=128
Reply from 160.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=3ms TTL=128
Reply from 160.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=3ms TTL=128
Reply from 160.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.3 bytes=32 time=3ms TTL=128
Reply from 10.10.1.308: hytes=32 time=3ms TTL=128
Reply from 10.10.1.308: bhytes=32 time=3ms TTL=128
Reply from 10.10.1.308: hytes=32 time=3ms TTL=128

00O ®

Ping statistics for 10.1060.1.38:
Packets: Sent = 28, Received = 28, Lost
Approximate round trip times in milli-second
Minimum = 3ms, Maximum = 4ms, Average =
Control-C
“C

C:\Users>

& C:\Windows\system32\cmd.exe [~ |[-= |@
C:\Users >ping 10.160.1.30 -t -

B.2 Running Ping tests on a Mac PC

Find the Launchpad (usually at the bottom of your screen) and open your applications. In
Applications, click the group called “other” and then click to open the terminal (some call this the
command line interface).

Launchpad

1
(g |

Photo Booth iTunes App Store

Dictionary

I

Calculator Dictionary
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When activated, the terminal will open a command line window like the one below. From the
command line, enter “ping 10.10.10.x” for the address of the other machine you’d like to verify
communications. Enter “control C” to stop the ping test.

o @ D — bash — 80x24

Last login: Wed Jul 15 19:25:03 on ttyse0o
Tester-MacBook-Pro:~ SuperTest$ ping 10.10.10.20
PING 10.10.10.20 (10.10.10.20): 56 data bytes

64 bytes from 10.10.10.20: icmp_seq=0 tt1=64 time=4.984 ms
64 bytes from 10.10.10.20: icmp_seq=1 tt1=64 time=4.693 ms
64 bytes from 10.10.10.20: icmp_seq=2 tt1=64 time=4.738 ms
64 bytes from 10.10.10.20: icmp_seq=3 tt1=64 time=4.894 ms
64 bytes from 10.10.10.20: icmp_seq=4 tt1=64 time=5.271 ms
64 bytes from 10.10.10.20: icmp_seq=5 tt1=64 time=5.223 ms
~C

——— 10.10.10.20 ping statistics ——-

6 packets transmitted, 6 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 4.693/4.967/5.271/0.220 ms

Once communications are verified, testing of the adapters can proceed using iperf from the same
command line.



